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Abstract 

 

Verifiable credentials (VCs) have once again attracted the market’s attention with the 

advent of Web 3.0. The purpose of VCs is to ensure that the process of issuing, using, and 

verifying user-related certificates, descriptions, and qualifications remain available but non-

visible. This ensures the protection of users’ privacy. Issues with privacy do not only affect 

Web 3.0. In fact, protection of user privacy is a perennial topic in the digital world. The 

current Web 2.0 has its own set of methods for privacy protection. However, the technology 

involved is essentially different from that of VCs under Web 3.0. In this article, a detailed 

analysis of the two methods at the technical level will be made. 
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Chapter 1 Definition of Credentials 
 

The English word “credential” generally refers to a person’s qualifications, diploma(s), 

achievements, or other qualities. It is translated as “electronic certificate” in Chinese, and 

is equivalent to an online identity card used for verifying the identity, abilities, and rights of 

the certificate holder. Electronic certificates are often habitually referred to as “certificates.” 

This is inaccurate because “certificate” is actually an economic term referring to the ability 

to prove the occurrence of specific economic and business events, and to clarify the 

relevant parties’ economic responsibilities for the purpose of registration and accounting. 

Basically, it is a documentary proof with legal validity. To avoid confusion with economics 

terminology, the various types of paper-based certificates (qualifications, diplomas, and 

statements of achievement) are categorized as physical credentials. In the digital world, 

electronic credentials (ECs) are used instead. 

 

1. Physical credentials 

Physical credentials typically have the following characteristics: (i) they contain information 

that can be used to determine the subject’s identity (such as photograph, name, fingerprint, 

or certificate number); (ii) they contain information on the certificate’s issuer (such as the 

government, state agency, or certifying authority); (iii) there are various types of certificates 

(such as passports, social security cards, and driver’s licenses); (iv) they contain the 

contents of the certificate’s statement (such as nationality, household registration, 

undergraduate or graduate diploma, or the piano grade attained); (v) there are methods to 

determine the authenticity of the certificate; and (vi) they have a binding nature (such as 

the expiration date and terms of use). 

 

2. Electronic credentials (ECs) 

Representing user identities on the Internet is a very complex systemic problem. Simply 

digitizing physical credentials for use in the digital world causes various problems. The first 

issue is determining the authenticity of the digitized ECs. Anti-counterfeiting measures, 

which are applied to physical credentials, include special printing technologies (rainbow 

and fluorescent printing), color changes under directional light, and digital anti-

counterfeiting. However, such measures are not applicable in the digital world because the 

authenticity of digitized credentials is difficult to verify. The second issue is protecting the 

privacy of information contained in ECs. When physical credentials are digitized and 

uploaded to the Internet, the personal data contained therein appear in plaintext, which is 

easily collectible by third parties for commercial or illegal uses. There are two solutions to 
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deal with the aforementioned issues of authentication and privacy under Web 2.0, and 

these are elaborated below. 

 

1) Management of ECs using the walled-garden method 

Taking electronic driver’s licenses as an example, these can only be applied for, viewed, 

and saved on the “Traffic Management 12123” app (Figure 1). This is an official app of the 

Traffic Administration Bureau under the Ministry of Public Security, and is downloadable 

from the comprehensive Online Services and Management Platform for Traffic Safety. 

 

Figure 1: Sample of an electronic driver’s license 

(Source: Screenshot of the “Traffic Management 12123” app) 

 

The main function of the electronic driver’s license is to replace the physical driver’s license. 

Being paperless makes it more convenient for drivers to manage their certificates. However, 

the data is still displayed in plaintext, which does not resolve the issue of privacy protection. 

This is a walled-garden (or closed ecosystem) management method because all functions 

related to the electronic driver’s license (application, storage, and use) are restricted within 

the app and cannot be used in any other way on the Internet. In this sense, the function of 

the electronic driver’s license is basically similar to that of the physical license. In terms of 

the verification of authenticity, accessing the electronic driver’s license through the app 

itself is a security assumption. This is because the possibility of the mobile phone app 

being falsified is very low. Additionally, the authenticity and credibility of the information 

contained therein has been improved. 

 

2) Management of ECs using applet- or link-based methods 

Links are the common method to achieve multi-platform login and usage, including health 

codes, electronic identity cards (IDs), and electronic medical insurance certificates. Next, 

a detailed analysis will be made using electronic medical insurance certificates as an 

example (Figure 2). Such certificates have been implemented in 138 places in 16 provinces 

as of end-2021. Unlike the electronic driver’s license (which is restricted in functionality to 
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the “Traffic Management 12123” app), electronic medical insurance certificates can be 

applied for, used, and managed on multiple channels. These include the China Healthcare 

Security (CHS) platform, Alipay, WeChat, and various commercial banks (Figure 3). 

 

 

Figure 2: Sample of an electronic medical insurance certificate 

(Source: Screenshot of the CHS official app) 

 

However, it must be clarified that although multiple channels can be used to apply, use, 

and manage electronic medical insurance certificates, the actual consumption data of 

medical insurance (such as an individual’s specific medical treatments and drug purchases) 

are not collected by these channels. They have merely linked their respective platforms to 

that of the CHS through an API. The CHS remains the sole party responsible for the review, 

approval, generation, and data management of electronic medical insurance certificates. 

In that case, why did these channels develop access to the CHS platform willingly and at 

their own expense? 

 

There are two reasons for the channels to do so. First, the CHS platform, with its large user 

base, has the effect of channeling visitors to the other channels. Second, it contributes 

toward the other channels’ user portraits. The channels are unable to obtain the time and 

location data of users seeking medical treatment or purchasing drugs because the specific 

medical treatment and drug purchasing data are encrypted. Nevertheless, the channels 

can collect the time and location data every time a user accesses the CHS interface, which 

helps to build their database of users’ profiles. 

 

Two measures are adopted to ensure privacy protection when using electronic medical 

insurance certificates. First, the users’ plaintext data do not appear during usage. Data 

display and communication connection are established through QR codes, which are 

updated every 60 seconds. Additionally, mobile phones are not permitted to capture 

screenshots of the QR codes: any attempts to do so trigger the system to automatically 
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launch the screensaver. Second, the State Cryptography Administration’s algorithms are 

used to store and transmit the relevant data via ciphertext during the application, usage, 

and storage processes of the certificates, thereby ensuring data security. Even if the data 

were to be stolen, the hackers are not able to obtain the data in plaintext. 

 

Well-developed measures have been adopted for the verification of the authenticity of ECs, 

both in terms of security and data authenticity. These are in place for medical insurance 

cards of the physical medium and electronic medical insurance certificates in digital form. 

Physical cards utilize dozens of keys, which can be functionally divided into application 

maintenance, lock control, update of application data, and reading of transaction and 

application data. For different card operations, the corresponding keys are required to 

obtain the operating permissions, which provides very high levels of safety and security. 

 

 

Figure 3: Channels for the application of electronic medical insurance certificates 

(Source: http://www.xinhuanet.com/2021-06/12/c_1127557605.htm) 

 

3. Summary 

ECs have taken into account the characteristics of physical credentials, such that the 

identity of the specific subject and issuer can be determined, as well as the type and 

specific contents of the EC, and verification of the EC’s authenticity. These characteristics 

apply whether it is an electronic driver’s license or medical insurance certificate. However, 

the information contained in different ECs is independent of one another, and each type of 

EC can only be used in its own closed-loop ecosystem. There is no data interconnection 

between ECs. 
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Chapter 2 What are verifiable 

credentials (VCs)? 

 
1.  Definition of VCs 

1)  Definition 

VCs, proposed by W3C, are a set of Internet representation and management protocols 

for ECs. Through the Verifiable Credentials Data Model v1.1 released on March 3, 2022, 

W3C aims to create a set of methods for information representation that is similar to 

physical credentials. At the same time, tamper-proof technologies (such as digital 

signatures) are incorporated to make ECs more trustworthy to users than physical 

credentials. VCs include identification cards, capability certificates, and descriptions or 

reports of authority that are issued to a specific subject by a third-party government, 

institution/organization, or enterprise. When VC holders are asked to provide proof or an 

explanation in a specific scenario, they only need to use one or several pieces of VC 

information stored in the local system to generate an encrypted verifiable presentation (VP) 

to give to the third party. The VC information can be verified using the zero-knowledge 

proof method, thus realizing the protection of the privacy of personal data. 

 

2) Structure of VCs 

A VC is one or more claims regarding a specific subject. 

 

a. Claim 

A claim adopts a “subject–property–value” structure. Taking Figure 4 as an example, the 

subject of the claim is a person named Pat, with the property of the first claim being an 

alumni and the result of the value being “XX College.” The second claim pertains to a 

relationship network, with its property being “knows” and the result of the value being “Sam.” 

This means that Pat knows a person named Sam. “Sam” is both the value of a result and 

the subject of an embedded claim: he is indicated as a “professor” through the property 

“job title.” 
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Figure 4: Infographic for a combination of multiple claims 

(Source: https://www.w3.org/TR/vc-data-model/) 

 

You may be wondering why it is necessary to use the above infographic to represent claims? 

The main reason is to realize the interconnectivity and interoperability of identity 

information, as well as its scalability. The premise, of course, is that the terms “subject,” 

“property,” and “value” are machine-readable standard vocabulary with no possibility of 

bias in understanding. This is also the greatest value of W3C’s VCs. The above 

infographics can be expanded infinitely based on the standard structure and vocabulary, 

meaning that the preceding claim can become the basis and trust assumption of the next 

claim, thus gradually forming a portrait of an individual subject who is independent and 

controllable. 

 

b. Structure of VCs 

The standard structure of VCs, as shown in Figure 5, consists of three parts: credential 

metadata, claim(s), and proof(s). The metadata is a specific description of the VC, which 

includes—but is not limited to—the serial number, issuer, date of issue, expiration date, 

and usage conditions. Claims, which have been explained in the previous section, are the 

specific contents pertaining to a specific subject. Proofs are the specific method of verifying 

claims, which may be the public key required for verification or re-direction to a specific 

third-party database. 

 

 

Figure 5: Basic architecture of a VC 

(Source: https://www.w3.org/TR/vc-data-model/) 

Pat XX College 
Alumni 

Sam 

Knows 

Professor 

Job title 
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The specific infographic of a VC for the statement “Pat is an alumni of XX College” is shown 

in Figure 6. This claim, labeled “Credential 123,” matches the credential type of “Alumni 

Credential,” and describes the date of issue “2010-01-01” and the issuer identity “Example 

College.” The lower portion of Figure 6 (in green) shows the specific proof of each content 

item: “Signature 456” is the VC’s verification signature, the “RSA” signature method is the 

VC type used, and “Key 7” is the public key of XX College. Each content item in the VC is 

proven using a timestamp and key. 

 

 

Figure 6: Basic information of a VC 

(Source: https://www.w3.org/TR/vc-data-model/) 

 

c. Verifiable presentation (VP) 

Two indicators were used as the basis when ECs under Web 2.0 were evaluated in Section 

1, namely data privacy and determination of data authenticity. If these two indicators are 

applied to the evaluation of VCs, the determination of data authenticity is achieved using 

the key signature method. However, the protection of data privacy has not been realized. 

 

VCs employ two measures for privacy protection. The first measure is the use of DID for 

distributed identity, which replaces the plaintext characters of “Pat,” “Sam,” and “XX 

College” with different character strings. Doing so prevents third parties from using these 

strings to associate a user’s identity with specific data. The second measure is the VP, 

which can be rapidly generated by users when they extract the personal data required to 

verify one or more VCs. Subsequently, the encrypted VP is submitted for third-party 

9 

https://www.w3.org/TR/vc-data-model/


HashKey Group 2021 数字资产行业回顾: 监管篇 

 

 

Blockchain Research No.237: Web 2.0 to Web 3.0 - From Electronic 

to Verifiable Credentials 

verification. Users can also define the specific restrictions and explanations regarding the 

verification method and usage of the VPs that they generate. 

 

Figure 7 is the VP generated based on the VC shown in Figure 6. The usage restriction of 

the VP is stated, namely archival of the VP is prohibited. The bottom portion of Figure 7 (in 

blue) shows the authenticity signature of the VP. The specific VP contents include its type, 

timestamp of creation, character string, signature, and public key for verification. 

 

 

Figure 7: Example of a VP 

(Source: https://www.w3.org/TR/vc-data-model/) 

 

2. Information flow for VCs 

The VC ecosystem comprises five components: EC holders, EC issuers, EC subjects, 

information verifiers, and platforms for registering the verification data (Figure 8). It should 

be noted that the EC holder and subject may not necessarily be the same person. For 

example, if a parent holds a child’s EC, the parent is the EC holder whereas the child is 

the EC subject. The registration platform can be an enterprise-owned centralized database, 

a distributed database, a government database, or a distributed ledger. Taking into 
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consideration the contents of this section, it can be seen that the various types of ECs 

mentioned previously constitute one type of VCs. However, ECs are usually stored in 

government databases or enterprise-owned centralized databases, whereas distributed 

ledgers are used for the VCs put in force under the current Web 3.0. 

 

 

Figure 8: VC roles and information flow 

(Source: https://www.w3.org/TR/vc-data-model/) 

 

Please note that Figure 8 shows an illustration of a basic model, and does not provide the 

standardized regulations for the circulation and utilization of VCs and VPs. Each company 

can design its own information flow according to the specific contents of the agreement. 

However, the requirements of interconnectivity and standardization must be complied with 

to facilitate reading by different machines. 

 

The information flows shown in Figure 8 (based on a simple model) are as follows: 

i. The issuer can issue one or more VCs to a particular subject, and the VC(s) is to be 

kept by the holder (who may or may not be the subject to whom the VC is issued); 

ii. The holder stores the VC(s) in the certificate repository, which refers to the digital wallet 

under Web 3.0; 

iii. During the utilization process, the holder generates an encrypted VP from one or more 

VCs, and then submits the VP to the verifier for information verification; and 

iv. The verifier uses the verification channel provided in the VP to verify the information. 

Generally, a specific URL address and the issuer’s public key are used as the basis for 

verification. 

 

The specific programming to implement VCs and VPs using the JASON-LD format is 

shown in Figure 9. 
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Figure 9: Example of a VC (left) and a VP (right) using the JASON-LD format  

(Source: https://www.w3.org/TR/vc-data-model/) 

 

3. Development status of VCs 

It was stated at the beginning of the article that the advent of Web 3.0 has brought VCs 

into focus again. Why is there a lack of extensive deployment of VCs under Web 2.0? This 

is inseparable from the economic model adopted by the participants of Web 2.0 versus that 

of Web 3.0. The platform under Web 2.0 is an economic model that uses free products to 

acquire user data, which is subsequently monetized. Any product involving the protection 

of privacy of personal data is basically in conflict with the economic model under the Web 

2.0 platform. Despite the slogan of privacy protection, the set of methods for privacy 

protection developed by the Web 2.0 platform continues to collect user data, which borders 

on the edge of non-compliance with the relevant regulations. 

 

The situation under Web 3.0 is completely different. Taking the MetaMask wallet as an 

example, despite providing free storage medium for on-chain asset certificates (which is 

the free product it offers to attract traffic), its profits are mainly derived from the transaction 
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fees incurred by users when they exchange their on-chain assets. MetaMask’s average 

monthly revenue from transaction fees is as high as US$10 million (Figure 10). 

 

 

Figure 10: MetaMask’s monthly revenue (November 2020–March 2022) 
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Chapter 3 Conclusion 
 

Whether it is the ECs of Web 2.0 or the VCs of Web 3.0, the core purpose is to build a set 

of online methods for identity management that is not only comparable to the identity 

management system of the physical world, but is in fact more trustworthy. The technical 

implementation and differences between the Web 2.0 and Web 3.0 solutions have been 

analyzed using the two indicators stated earlier in the article, namely information credibility 

and data privacy. The conclusion is that Web 2.0 and Web 3.0 have their respective set of 

methods to achieve the two aforementioned goals. However, there are the following 

differences: 

i. The security assumption of Web 2.0 is the credit guarantee provided by the central 

institution. The generation, usage, and storage of ECs are restricted to the platform 

provided by the central institution, meaning that there is absolutely no interconnectivity 

of identity data between different platforms. Under this walled-garden approach to data 

management, society incurs high costs for the maintenance of EC databases. In terms 

of privacy protection, user privacy is protected only within a closed-loop ecosystem. 

Using the example of electronic medical insurance certificates, the ecosystem includes 

hospitals and pharmacies. Plaintext information must still be shown when providing 

identification information to third parties outside the ecosystem (such as train stations 

and hotels), which lacks privacy protection. There will be a breakthrough in this issue 

with the implementation of electronic IDs. However, this breakthrough does not indicate 

that the databases of other platforms can participate in the storage or management of 

electronic IDs. Instead, the centralized system of electronic IDs will be used by 

additional people, meaning that there will be more users joining the ecosystem. 

ii. Web 3.0 advocates decentralized management of ECs and segregates their issuance, 

usage, and storage. After an issuer issues the EC according to applicant’s ability or 

conditions, the EC is stored in a server over which the applicant has control. Users can 

easily provide verifiers with encrypted VPs generated based on verifiable ECs under 

any scenario and through any app. In fact, the new electronic IDs will be generated 

based on the existing ECs and capable of generating direct data-association 

relationships. Furthermore, the security assumption of VCs is based on DID and 

cryptography, rather than a particular centralized authority. 

 

Although users enjoy greater convenience when managing their digital assets via VCs, 

only time will tell whether VCs will gain general societal acceptance and be applied to the 

management of ECs beyond the scenario of the financial environment. Nevertheless, it is 
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evident from the current trend that an ecosystem built around electronic IDs will inevitably 

become the main method for online identity management. 
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Disclaimer 
The information contained in this document has been compiled by HashKey Group (as defined below) 

from sources believed to be reliable, but no representation or warranty express or implied is made 

by HashKey Group, its affiliates or any other person as to its fairness, reasonableness, reliability, 

accuracy, completeness or correctness. All illustrations, examples or forward-looking information (if 

any) contained in this document have been provided in good faith for illustrative purposes only as of 

the date of this document, and are not intended to serve as, and must not be relied upon as, a 

guarantee, an assurance, a prediction or a definitive statement of fact or probability. Whilst efforts 

are made to ensure the accuracy and completeness of the information contained in this document 

at the time of publication, errors or omissions may occur. Past performance is not a guide to future 

performance, future returns are not guaranteed, and a loss of original capital may occur. HashKey 

Group reserves the right to correct any errors or omissions, and to change or update information at 

any time without prior notice. 

 

Each legal jurisdiction has its own laws regulating the types of investments and/or services which 

may be offered to its residents and/or in its jurisdiction, as well as the process for doing so. As a 

result, certain investment products or services discussed in this document may not be eligible for 

sale or offered in some jurisdictions. This document is not an offer to sell or a solicitation of an offer 

to purchase any investments or services. Unless otherwise specified, HashKey Group does not hold 

itself out to be licensed to carry on regulated activities in any jurisdiction. Additionally, providing this 

material is not, and under no circumstances should be construed to act as a regulated business in 

any jurisdiction by any person or company that is not legally permitted to carry on such regulated 

business in that jurisdiction. 

 

Nothing in this document constitutes legal, accounting, or tax advice, and you are advised to seek 

independent legal, tax and accounting advice prior to acting upon anything contained in this 

document. The contents of this material have not been reviewed by any regulatory authority. 

Investors are advised to exercise caution in relation to any investments or services in relation to this 

document. If you are in doubt about any of the contents of this material, you should obtain 

independent professional advice. 

 

To the full extent permitted by law, neither HashKey Group nor any of its affiliates accepts any liability 

whatsoever for any direct or consequential loss arising from any use of this document or the 

information contained herein. No information contained in this document may be reproduced or 

copied by any means without the prior written consent of HashKey Group. 

 

“HashKey Group” is a brand name to describe any one or more entities of the group companies 

composed of HashKey Digital Asset Group Limited and its Affiliates. 
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HashKey Group is Asia’s leading end-to-end digital asset management and finance house. 

Headquartered in Hong Kong and with operations in Singapore and Tokyo, HashKey 

Group empowers institutional investors to capture high-potential investment opportunities 

in digital assets and blockchain technology. The company’s core businesses include a 

proposed digital asset exchange, a full-service brokerage platform, an institutional-grade 

custody service and a venture capital fund invested in blockchain companies and digital 

asset projects globally. 

 

HashKey provides unparalleled access to blockchain research, developers, and 

technologies. HashKey also has extensive partnerships with leading FinTech ventures, 
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With a top senior leadership team bringing decades of investment and trading experience, 

strong business execution and deep market insights, HashKey has a firmwide commitment 

to upholding the highest compliance and regulatory standards in the digital assets 

economy. 
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